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About the Australian Risk Policy Institute
The Australian Risk Policy Institute (ARPI) is an independent, non-political and notfor-profit association created to promote Risk Policy as part of leadership, decisionmaking, policy formulation and assurance.
Risk Policy is a new body of knowledge which fills the void before risks are identified.
A new concept of Vulnerability examines the potentiality for risk rather than the
probability of identified risk – enabling earlier consideration of matters which might
impact.
Vulnerabilities are identified from information gained through mapping and engaging
entity networks – working at an earlier stage and at a higher level in an organization,
such as Boards and Executives, than existing risk management processes.
The aim is to protect against Vulnerabilities and if successful, risks will not arise or
be reduced and often opportunities result, which are otherwise unseen.
If protection is not possible, or only partly possibly, and risks arise, Risk Policy
identifies Systemic risks for different risk management. Systemic risks have multiple
owners thus requiring formal collaboration to manage, sometimes a common risk
register. If not so managed, and managed successfully, they can become Wicked
Problems, such as the Global Financial Crisis, terrorism, the Canadian
pharmaceutical drug shortage of 2013 and the global football corruption crisis of
June 2015.
Working with academic, professional, public, corporate and community partners,
ARPI promotes Risk Policy as a means of better addressing today’s challenges.
Strategic Risk Policy is the driver and ‘front door’ to risk management and must be
clearly articulated by Boards and Executive Committees to ensure risk management
is optimised - to achieve performance outcomes and sound corporate governance.
ARPI’s purpose is to:




contribute to the development and adoption of Strategic Risk Policy;
ensure a Risk Policy approach is better understood and articulated; and
make comment on Risk Policy issues, including public policy and legislation.

More information about ARPI, including access to the (down-loadable) Risk Policy
Model (2012) and Strategic Risk Policy (2016) plus a variety of publications,
submissions and papers, can be found at www.arpi.org.au
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Chapter 1: Introduction to Strategic Risk Policy
In recent times, leaders have come to rely on risk management and, to a degree, risk
policy as aids to navigate growing complexity and uncertainty. While existing tools
can provide some assistance, increasingly those tools are failing to deal with
emerging challenges. Today’s world needs new strategic approaches.
To meet this need, the Australian Risk Policy Institute has developed this guide to
Strategic Risk Policy. Strategic Risk Policy incorporates the best new thinking and
approaches to risk - authorising, informing and enhancing risk management.
Enterprise Risk Management (ERM) depends on a strong management led
environment: leadership, decision-making, policy and assurance. Management
endorsement and support of ERM will result in significant improvements in business
opportunity.
Strategic Risk Policy provides a more intuitive approach to risk, allowing fast uptake
by executives and providing tools enabling effective executive oversight.
Strategic Risk Policy recognises three dimensions to risk. Each of these three
dimensions requires slightly different approaches.




Vulnerability - Potentiality - Protection - Opportunity
Risk - Probability - Management
Issue - Event Happening - Reaction

The world is different today. Solutions to yesterday’s problems will not solve today’s
problems. In an interconnected world, Strategic Risk Policy requires approaching
problem solving using different perspectives:







Viewing the environment as whole systems
Understanding that today Information resides in networks
Viewing the environment horizontally not vertically in silos
Mapping networks - a critical new process - internal and external networks
Obtaining network information where necessary, through protocols
Identifying Vulnerabilities > protecting against Vulnerabilities > reducing risks

Systemic risks may rapidly escalate into wicked problems e.g. GFC, Ebola, etc.
Consequence must today, in some circumstances, dominate approaches to the risk
equation. Leaders must not avoid dealing with these.
Strategic Risk Policy introduces new, adaptive, risk concepts and principles. An
adaptive risk culture is not effectively created by simply maintaining registers of
different risks.
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Strategic Risk Policy can be implemented by way of a relatively straightforward
leadership directed process, embracing the trilogy of Risk Policy, Risk Management
and Risk Governance. It requires





a paradigm shift on the part of Leaders (Board and Executive) to embrace New
Thinking,
identifying Risk Policy Champions,
adopting a Communication and Risk Culture awareness and change program, and
adopting an enhanced risk management system to incorporate Strategic Risk Policy
objectives (e.g. identification of vulnerabilities and methods of protecting against
them).
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Chapter 2: Managing Uncertainty
Managing uncertainty has become an essential part of ordinary organisational
governance.
To meet new and emerging challenges, leaders must adopt new solutions to new
problems, recognising that the world is interconnected through a complex of
networks and that knowledge resides in those networks.
For example: Most product-based commercial activities are embedded in multi-tiered supply
and production chains. A failure in another tier, above (consumer level) or below (supply side)
can have immediate impacts (failure of a fruit crop may cripple a fruit concentrate export
business – collapse of a motor vehicle manufacturer will impact directly on component
manufacturers and indirectly on consumers). Likewise, service-based industries are just as
exposed to changes in economic conditions (falling consumer confidence), infrastructure
failure (cyber attacks on communication infrastructure) or changing service delivery
requirements. In each case, advance notice of emerging market circumstances may have
enabled the activity to protect against a vulnerability.

Faced with these challenges, ARPI believes that leaders should:




Adopt the new approach embodied in this guide to Strategic Risk Policy;
Get access to the right information when they need it; and
Consider vulnerabilities before risks arise.

Leaders taking this approach are better placed to:





understand and analyse the world relevant to their business;
identify tangible and intangible vulnerabilities;
test the vulnerabilities - both individually and in relationship to each other; and
develop insight into how to deal with and protect against vulnerabilities, thus
creating the possibility of new opportunities.

Risk Management failed and continues to fail to deliver the right information at the
right time to the right people - e.g. the GFC - and, even when it did attempt to do so,
the information was commonly filtered as it moved upward to leaders.
The world today is different - we have more immediacy in time and scope with
constant change in areas such as information networks: our challenges are
unprecedented.
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Networks
Time & Early Warnings

Vulnerabilities, Protections & Opportunities
Systemic Risks
Formal Collaboration
Responsibility & Accountability
Outcomes & Benefits

A new adaptive approach is needed that provides earlier intelligence (i.e. before
risks arise). It requires the new Strategic Risk Policy approach, the right information
and decision making processes, and effective collaboration in leadership.
Example: If your organisation is dependent on external organisations (such as is the case in a
supply chain situation – manufacturing vehicles or foodstuffs), it is not sufficient to rely on
relationships within immediate reach (such as employees or contractual arrangements) or
market agility. Instead, you must be aware of the health of the environment and its
dependencies. You must be aware of the need to cooperate with external agencies, even
competitors, to ensure the flow of information about supply line issues, to minimise the
negative system-wide impacts of single point-disruption. In doing so, you must understand
and commit to anti-trust rules, which are also designed to maintain whole-system health.

Change thinking is required to adopt Risk Policy and enable it to guide and enhance
Risk Management processes.

What is different from traditional Risk Management?
Traditional risk management is a relatively new discipline, having emerged from a
series of devastating commercial, military and social crises over the past three
decades. While there is an obvious need to create risk-awareness in management,
some entities are struggling to find effective risk management mechanisms. Risk
management remains a developing field beset with disagreements about terminology
7

and approach. The problems facing managers are exacerbated by a proliferation of
idiosyncratic approaches to risk management and attempts to apply proven
approaches from one industry sector to another. In complex multi-tier networks, the
use of different risk management terminology and approaches can make obtaining
transparent information about vulnerabilities difficult.
ARPI’s Strategic Risk Policy is a global authority that both precedes and
supplements traditional risk management. It is a paradigm for a new view of the
world.
Risk Policy introduces new concepts of Vulnerability and Prevention as precursors to
Systemic Risks and Wicked Problems to facilitate earlier warnings and decision
making before any risks are identified.
Because Risk Policy adopts a whole-system approach, it models behaviour that may
be adopted in long reach risk environments (those situations outside the immediate
reach of your organisation, whether by legal/contractual or financial means) as well
as more traditional short reach risk environments. In doing so, it emphasises the
value of assessing the vulnerabilities of relevant systems. In turn, this might lead to
the development of transparent information flows and cooperative approaches which
minimise vulnerabilities by ensuring whole system health.
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Chapter 3: Theory-crafting Risk
There are significant dangers in trying to provide a systematic formulaic approach to
risk management.
Uncertainty defies attempts to apply simplistic approaches to risk management. In
this regard, confusion around the vocabulary of risk has become a significant
problem.
Attempts to justify particular approaches by calls on the meaning of words are
counterproductive if it means that relevant types of uncertainty are taken off the
watch list.

Changing culture from a systematic approach to risk to a systemic approach to
risk
Traditional risk management work relies on a systematic approach to risk. Obvious
risks are compared by likelihood and impact, strategies are devised for dealing with
them and the risks are then monitored using tools such as a risk register.
In the right places, in the inner processes of an organisation (short reach risk
environments), a systematic approach is a legitimate tool to help reduce and
structure things to make them manageable. However, a systematic approach cannot
deal effectively with some types of challenges – such as emerging global risks that
impact chains of interlinked systems. In such situations, adaptive approaches to
dealing with whole system health (long reach risk environments) need to be
developed and used.
A systematic approach to risk has a number of weaknesses. A systematic approach:
-

works on one risk at a time even though the risks are often inter-related;
relies on likelihood and impact, just two factors, when there are many other factors
to consider; and
works best with tangible risks – and does not deal with subtle, systemic risks that do
not have any single cause or any single impact.

ARPI considers that a systemic approach to risk is essential.
Systemic approaches are sometimes described as “over the horizon”, plural, earlier,
outer-network or reputational approaches that bring into focus not only tangible but
intangible risks.
A systemic approach allows leaders to:
-

understand and analyse the world relevant to their business;
identify tangible and intangible vulnerabilities;
test the vulnerabilities - both individually and in relationship to each other;
develop insight into how to deal with and protect against vulnerabilities, creating the
possibility of new opportunities; and
9

-

develop co-operative systems which ensure whole system health.

Strategic Risk Policy requires a systemic approach to risk. It requires leaders to be
aware of and focus on achieving system purposes – reflected in transparent decision
making. Instead of an old style risk register, the new approach requires coherent
tracking of vulnerabilities and risks through an enhanced risk register.

‘Risk’ and ‘Vulnerability’
Care should be taken to differentiate the approach to risk (systemic or systematic)
from traditional descriptors of types of risk (systemic, systematic and idiosyncratic).
There is no relationship between the approach to risk and the type of risk – for
example, you do not need to apply a systematic approach to systematic risk. ARPI
considers that a systemic approach to risk is a superior management technique in
relation to each type of risk.
Risk
The Macquarie Dictionary defines risk
“ /rɪsk/ (say risk)
noun 1. exposure to the chance of injury or loss; a hazard or dangerous chance: to
run risks.
2. Insurance
a. the hazard or chance of loss.
b. the degree of probability of such loss.
c. the amount which the insurance company may lose.
d. a person or thing with reference to the risk involved in insuring them.
e. the type of loss, as life, fire, theft, etc., against which insurance policies are
drawn.
–verb (t) 3. to expose to the chance of injury or loss, or hazard: to risk one's life to
save another.
4. to take or run the risk of: to risk a fall in climbing.
5. to venture upon despite the hazards: to risk a battle.
–phrase 6. at risk, in a state or situation in which injury, loss, the onset of disease,
etc., is likely; vulnerable: homeless children are at risk.
7. at one's own risk, with an exposure to danger or loss borne by oneself alone.
8. no risk, (an exclamation of reassurance or approval.)
9. run the risk of, to expose oneself to (a possible danger or detrimental outcome).
10. take a risk, to decide on a course of uncertain outcome.
11. take no risks, to behave with extreme caution.
12. take risks, to embark on a course of action that involves danger.
10

[French risque, from Italian risc(hi)o, from risicare to risk, dare, from Greek rhiza cliff,
root (through meaning of to sail around a cliff)]”
Dictionary meanings are a useful place to start, but sometimes lag behind general
community usage of words. A living definition of risk is preferable to one about which
pedantic points are made.
If something feels like a risk, treat it like one.
In economic writing, risk has specific connotations in specific circumstances – and
these should be kept in mind when dealing with them.
Systemic risk
Economic writers use the term systemic risk to describe, in a particular market, the
risk of the entire market (rather than a single entity) collapsing. The collapse can be
precipitated by inherent instability in the inter-linkages and interdependencies of
entities within the entire market. Policy intervention here is designed to add
resilience to the entire market, but has the propensity to worsen the initial problem,
come too late or be seen as partial.
For example, the collapse of part of a supply chain may quickly impact on all parts of the
chain. Loss of confidence in a bank or insurance company may spread to failures in all parts
of the market as consumers and stakeholders lose confidence. Policy intervention may seek
to dampen the effect of runs, increase the resilience of the entire system, and remove root
causes for failure (prudential regulation). Because of the lag in intervention, it often happens
after the event, and may hinder redevelopment of the market.

Systematic (aggregate, market or undiversifiable) risk
These terms are used in finance, economics and investment analysis. In relation to a
particular market, it is used to describe vulnerability to shock (from weather events,
government activity – fiscal, monetary or regulatory - or economic downturn) which
affect aggregate outcomes across a market (loss of assets, capability or market
share).
The term systematic risk is used in assessing the trade-off between low risk activities
and high risk activities - which is reflected in increased rates of return for higher risk
activities.
For example, a credit squeeze may place financial stress across all financial
institutions. Where a shock may decrease aggregate outcomes in one area but increase it in
another, trades between the two may dampen the impact of the shock (hence the attraction of
future trading, insurance market setoffs and hedge funds).

Idiosyncratic (specific, unsystematic, residual or diversifiable) risk
These terms are used in finance and economics. In relation to a particular market,
Idiosyncratic risk is the vulnerability to shock peculiar to a specific entity (internal
fraud, failure of governance, poor management, poor employees) to the prejudice of
the entity's outcomes (loss of assets, capability or market share).
Sometimes, idiosyncratic risk can be reduced by diversification (to avoid some
classes of risk, but inviting exposure to different risk).
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For example: Malfeasance within a company might lead to the collapse or poor performance
of the company.

Weaknesses in terminology
Individually, these descriptors and associated tools have been developed for specific
uses by market analysts and policy makers (specifically for portfolio construction or
market regulation). Taken individually, they do not provide a satisfactory approach
to risk.
A number of international and national standards attempt to deal with these
problems.
Risk Management Standard ISO 31000:2009 Principles and guidelines on risk management.
This is the world standard on risk. Risk is defined as the “effect of uncertainty on
objectives” – emphasising the effect rather than an event. For example, risk is not an
earthquake but the chance that an earthquake might impact your business’
objectives. Risk is not necessarily negative (to be avoided or passed onto others).
Risk may create strategic opportunities.
Risks may not just arise from sudden unexpected circumstances – some of the
circumstances may be entrenched or slow emerging – some may be internal or
specific to your organisation, some may be widespread. However, in every case,
risk must be related to the circumstances of your organisation.
The standard emphasises the need for risk to be managed in an integrated way. It
consists of principles for managing risk, a framework for managing risk, and
processes for managing risks.
The principles stress the need for risk management to:
1. create value
2. be an integral part of organizational processes
3. be part of decision making
4. explicitly address uncertainty
5. be systematic, structured and timely
6. be based on the best available information
7. be aligned to a specific organisation and its objectives
8. take human and cultural factors into account
9. be transparent and inclusive
10. be dynamic, iterative and responsive
11. facilitate continual improvement
The framework for managing risk emphasises the need for the framework to be
mandated and committed. If these conditions are met, the framework proceeds
through a cycle of design, implementation, monitoring and continual improvement.
The framework sets policy, demonstrates commitment, provides resources, allocates
responsibility and monitors progress.
The processes for managing risk emphasise communication and consultation as
essential means of ensuring high quality information. Risk assessment (risk
12

identification, analysis and evaluation) occurs within a specific context and results in
the treatment of the risk. Core to this is the risk assessment methodology:
1. Identification: What could happen? How and where it could happen? Why it
could happen? What is the impact or potential impact?
2. Analysis: Identify the causes, contributing factors and actual or potential
consequences; identify existing or current controls; assess the likelihood and
impact/consequence to determine the risk rating.
3. Evaluation: Is the risk acceptable or unacceptable? Does the risk need
treatment or further action? Do the opportunities outweigh the threats?
Specific guidance is provided for Enterprise Risk Management and how risk should
sit within an organisational framework.
ISO 31000-2009 provides basic guidelines for establishing whole-of-enterprise risk
management processes. Risk may be managed through a number of strategies,
including risk avoidance, sharing, financing, retention, acceptance or mitigation.
These management strategies may include clear risk management statements,
formalising risk management processes, structuring framework processes and
continuous improvement.
A preferential list is given for managing risk:
1. Avoiding the risk by deciding not to start or continue with the activity that gives
rise to the risk
2. Accepting or increasing the risk in order to pursue an opportunity
3. Removing the risk source
4. Changing the likelihood
5. Changing the consequences
6. Sharing the risk with another party or parties (including contracts and risk
ﬁnancing)
7. Retaining the risk by informed decision
Because of the different circumstances in which risk can arise, the standard does not
mandate uniformity or certification. Released by the International Organisation for
Standardisation (ISO) on 15 November 2009.
AS/NZS ISO 31000:2009 – Risk management - Principles and guidelines (20 November, 2009)
Direct adoption of Risk Management Standard ISO 31000:2009 by Standards
Australia. Replaces AS/NZS 4360 (1995), Risk Management (similar in many
respects, however the older standard defined risks in terms of events rather than
effects).
ISO Guide 73:2009 – Risk management – Vocabulary (15 November, 2009)
Provides definitions of generic terms related to risk management.
IEC/ISO 31010:2009 – Risk Management – Risk Assessment Techniques (1 December, 2009)
Guidance on selection and application of systematic techniques for risk assessment.
Refers to other international standards.
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HB 327:2010 – Communicating and consulting about risk (23 February, 2010)
A companion handbook to AS/NZS ISO 31000:2009 emphasising the importance of
continuous communication and consultation as part of risk management. It considers
how the flow of knowledge is impacted by the mix of facts, uncertainties,
perceptions, complexities, beliefs and values.
AS/NZS 5050:2010 Business continuity – Managing disruption-related risk (28 June, 2010)
This standard sets out detailed proposals for risk management plans designed to
reduce events that could cause disruption. It emphasises mandate and commitment,
monitoring and review and the continual improvement of the framework. The
approach increases resilience, aimed at stabilisation, resumption, recovery,
opportunities and assumption of new risk.
The standard emphasises the need to undertake proactive risk treatment and
preparation during periods of routine management before a risk event is identified.
These proactive controls can minimise the occurrence or severity of future disruptive
events (e.g. building evacuation drills, off-site computer backups). Once an event
commences, non-routine management techniques need to be embraced
emphasising stability, continuance of critical business functions and recovery, during
the transition to routine management.
Adoption of an effective plan can demonstrate dependability to stakeholders, better
understand business and business opportunities, protect commercial interests,
protect customers, accept further risk and remain compliant. The standard
contributed to a better understanding of non-routine management, including a better
understanding of the potential for disruption and the need to remain focussed on
business objectives.
HB 266:2010 – Guide for managing risk in not-for-profit organisations (12 August, 2010)
A companion handbook to AS/NZS ISO 31000:2009 dealing with risk in not for profit
organisations.
HB 246:2010 Guidelines for managing risk in sport and recreation organisations (18 August,
2010)
A companion handbook to AS/NZS ISO 31000:2009 dealing with risk in sport and
recreation organisations.
A critique of traditional approaches to risk management
ISO 31000-2009 and the related standards provide a basic systematic approach to
risk management.
The standards provide a basis for categorising some risk types and planning to deal
with risks. However, as witnessed by the need for a subsequent standard dealing
with disruption-related risk (AS/NZS 5050:2010 Business continuity), even staunch
proponents of the traditional approach to risk management consider this a
developing area. There remains debate about how the standards will change over
time.
14

ARPI believes that while these international standards are a useful first step, the
systematic approach to risk is relatively ineffective. In particular, while useful tools
have emerged as a result of ISO 31000-2009, the reports generated using it all too
often end up collecting dust.
As discussed in this paper, ARPI considers that ISO 31000-2009 does not meet the
challenges modern leaders face. Instead, ARPI has developed a broader conceptual
framework for considering risk. This framework commences with precursors to risk,
particularly vulnerability.
Vulnerability
ARPI believes that a key concept in approaching risk is vulnerability.
The Macquarie Dictionary defines the adjective vulnerable in the following terms:
“vulnerable
/ˈvʌlnrəbəl/ (say 'vulnruhbuhl), /-nərəbəl/ (say -nuhruhbuhl)
adjective 1. susceptible to being wounded; liable to physical hurt.
2. not protected against emotional hurt; highly sensitive.
3. not immune to moral attacks, as of criticism or calumny, or against temptations,
influences, etc.
4. exposed to the risk of abuse or neglect, as a child, an aged person, a disabled
person, etc., and therefore requiring special government support and protection.
5. (of a place, fortress, etc.) open to attack or assault; weak in respect of defence.
6. of or relating to a species of plant or animal that faces a high risk of extinction in
the wild in the medium-term future.
7. Contract Bridge exposed to greater than usual penalties (applied to the partners
who have won one game towards a rubber).
[Late Latin vulnerābilis wounding]
–vulnerability /vʌlnrəˈbɪləti/ (say vulnruh'biluhtee), /-nərə-/ (say -nuhruh), vulnerableness, noun
–vulnerably, adverb”
As noted above, dictionary meanings are a useful place to start, but sometimes lag
behind general community usage of words. This is particularly the case with
vulnerability – where dictionary definitions still stress an historical association with
physical injury. A living definition of vulnerability disregards pedantic points about the
type of injury.
Today, ‘vulnerability’ is commonly used to mean the potential of any form of
detriment. In contrast, the common meaning of risk is a measure of the possibility of
a detriment.
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Strategic Risk Policy enables a focus on vulnerabilities and, where appropriate,
protective action. While it is simplistic to think that most vulnerabilities may be
protected against, coherent action in relation to vulnerabilities may lead to partial
removal or protection against a vulnerability. Of course, not all vulnerabilities need to
be protected against – a vulnerability in the absence of a matching threat agent does
not create the potential for risk.
In dealing with a vulnerability, leaders should use the ordinary materiality test in
determining an approach to the vulnerability where it may have strategic or potential
impacts on the organisation.
Nevertheless, coherent action in relation to those vulnerabilities where there may be
threat agents or actors, will forestall risk. Where vulnerabilities cannot be completely
protected against, leadership may determine an approach to the vulnerability to
minimise adverse events. While the risk of adverse events can never be completely
eliminated, adoption of Strategic Risk Policy will reduce the number of risks
eventuating and provide greater leadership opportunity to engage with those that do.
In many situations, vulnerabilities may exist outside the direct reach of a leader.
Effective direct and indirect means of dealing with these situations are discussed in
the next chapter. Throughout this process, a leader should be focussed on
assessing the health of whole systems (both matters within reach and beyond reach)
and creating opportunities that benefit the system. For example, a corporate leader
should be focussed on the underlying objectives of the organisation, and be alert to
creating opportunities for the organisation. As a principle, risk work should be across
the whole system (horizontal and interconnected).

Conclusion
Barren disputes over the language of risk are unproductive, and have tended to deemphasise the importance of pre-cursor states, particularly the state of vulnerability.
A key goal in any attempt to manage risk, however described, must be to protect
against vulnerabilities. If a vulnerability is protected against, risk will not emerge. If a
vulnerability is identified early, but cannot be protected against, impacts may be
managed, minimised or turned into a benefit.
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Chapter 4: Dealing with Uncertainty in Different Risk Environments
Practical reasons for applying strategic risk policy
Strategic Risk Policy creates value for all arms of an enterprise: leadership, decisionmaking, policy and assurance.
Strategic Risk Policy has been developed by ARPI, a senior-professional, not-forprofit, peak industry body which brings forward new thinking, approaches and
frameworks with a global impact. ARPI works with other agencies involved – offering
linkages, sharing information and collaboration.
While not intended, ISO 31000-2009 leads to the adoption of risk sharing or retention
strategies. While these are the least preferred approaches to risk, organisational
dynamics often preclude dynamic approaches to risk.
Strategic Risk Policy provides a more intuitive approach to risk, allowing fast uptake
by Boards and executives and providing tools enabling effective executive oversight.
Strategic Risk Policy goes beyond ISO 31000-2009 to deal with risk in complex preexisting situations – where the risk is endemic to a market (e.g. international deals
requiring bilingual contracts), can emerge swiftly from regulatory or environmental
conditions (e.g. grounding of airlines due to volcanic ash) or where it arises from
circumstances that can only be dealt with at a whole-of-market level (e.g. market
insurance arrangements). This is the space of vulnerability.
While a Risk Matrix (mapping likelihood against consequence) is a useful planning
tool, it suffers a number of problems:
1. Matrices fail to capture vulnerabilities (which defy simplistic likelihood/consequence
analysis). Vulnerabilities fall outside the definitions of risk in ISO 31000-2009 (the
effect of uncertainty on objectives). Vulnerabilities, if addressed, may eliminate or
significantly reduce risk.
2. Local matrices are hostage to inefficient management structures.
3. Sometimes matrices serve to prioritise expenditure. For this reason, the financial
cost of dealing with the risk may be taken into account in assessing the likelihood of
a risk emerging. Financial cost must be rigorously excluded from any risk assessment
methodology.
Strategic Risk Policy emphasises the use of different techniques:
 Recognising that today, Information resides in inter-connected Networks;
 Mapping networks and obtaining Information – through protocols; and
 Recognising Systemic Risks as a precursor to micro-macro Wicked Problems.
Strategic Risk Policy re-emphasises the first five risk management alternatives in the
ISO 31000-2009 preference list. It provides tools enabling managers to adopt these
strategies rather than risk sharing or retention strategies.
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These tools are:
 Moving to a Network-Centric approach;
 Adopting a Whole-Systems approach to operations;
 Identifying and Protecting against Vulnerabilities before Risks arise/have
been identified; and
 Accepting Risk Policy-Risk Management-Risk Governance as the new Risk
paradigm.

Process descriptions of how leaders work with risk
A systemic approach to risk is essential. A systemic approach requires a leader to:
-

-

-

understand and analyse the world relevant to their business: a leader must collect
information about the world relevant to their business from a number of different
perspectives, challenging their own preconceptions;
identify tangible and intangible vulnerabilities: identify vulnerabilities from the
above analysis, taking particular care to include sensitive or internally generated
vulnerabilities;
test the vulnerabilities - both individually and in relationship to each other; and
develop insight into how to deal with the vulnerability, creating the possibility of
new opportunities.

Within different sectors there may be a group of general approaches that avoid
common pervasive vulnerabilities. It is likely that analysis will reveal internal and
external vulnerabilities that will need to be addressed.

Distinctions between risk management and issues management
Within the traditional risk management systematic approach, a clear distinction is
drawn between risk management and issues management.
In contrast, Strategic Risk Policy recognises that the emergence of a crisis or wicked
problem does not mean that other risks can suddenly be ignored – while a crisis may
demand greater priority, the same leadership team will be responsible for covering
both issues and risks (however described).
Movement into a form of crisis management should not mean leaving other risks
unattended. For example, a crisis may change the shape of the other risks under
management, creating the possibility of both negative and positive opportunities.
Instead, a crisis may require adaptive behaviour, based on the balance of the costs
and benefits in play.
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Extending Reach
The tools available to manage vulnerabilities and risks in a business environment are
well known and are often described in terms of strategies or capabilities. Leadership
skills are a key element in the mix. However, under these strategies and capabilities
lies the legal reality – which determines the effective reach of any of the measures.
Leadership of a Board or employees only works because of the underlying legal
framework. Relationships with entities outside your own structure depend on
contractual underpinnings or financial leverage. The ability to act in particular ways is
constrained by corporate, anti-trust, and workplace rules.
Every market breaks into two simple parts. Those parts of the market you can
directly control are called short-reach risk environments. Those outside your direct
control are called long-reach risk environments. You cannot use short-reach
risk/vulnerability mitigation/protection strategies in long-reach risk environments.

Dealing with uncertainty in short reach risk environments
Most managers are familiar with the short reach risk environment – the environment
which they can directly influence by contract or employment arrangements. Today
these are underpinned by sophisticated contractual and financial arrangements and
are supported by risk-cognizant programs. The area has access to a wide variety of
tools designed to foster risk-aware behavior and culture. In some organizations, this
culture is moving to the next step of directly protecting against vulnerabilities and
thereby addressing the negative and positive sides of risk.
An efficient way of dealing with short term risk environments is to establish a
governance framework which:
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removes uncertainty from governance structures within reach (using clear, formal
delegations);
establishes categories of vulnerability and risk reflecting purpose and structure of the
entity; and
ensures that information about vulnerabilities and risk moves effectively from
operational to strategic.

Dealing with uncertainty in long reach risk environments
Traditional methods of managing risk in long reach risk environments can make
complex systems sick. Different approaches are required to foster healthy systems
and minimise uncertainty. To operate in long reach risk environments, you must use
a different tool set. Unfortunately, the tools available are neither well understood nor
well developed.
Most organisations are exposed to long-reach risk environments. However, a
significant problem is the failure of managers to understand that their core
deliverables are partly or completely dependent on outcomes in long reach
environments. A related problem is the unwillingness of managers to recognise that
upstream elements (consumers) are as much a part of that environment as the
downstream elements (suppliers). Instead, studies discussed below suggest that
many managers focus on their own areas of the short reach risk environment, relying
implicitly on other organisational managers to act effectively and on risk transfer
safeguards.
Few managers identify themselves as exposed to long-reach risk environments
(Haywood & Peck, 2013). Suppliers or purchasers are clearly within scope; however
organisational perceptions often lead financial managers or leadership teams to
distance themselves from the associated long-reach environment. Internal targets
reinforce organisational objectives, recreating silo mentalities similar to those rightly
criticised in remnant command economy enterprises in China or long-time local
businesses in emerging economies like Brazil.
Regulators are less obviously part of the long-reach risk environments. Their role is
partly hidden by statutory powers giving them exceptional but often narrow powers in
this environment. Counter-intuitively, regulatory intervention and broader anti-trust
schemes can provide random shocks to the market and prove to be a serious threat
to market stability. The failure of regulators to adopt effective regulatory approaches
can seriously damage desirable regulatory outcomes.
Specialist professions, such as auditors and lawyers, often see themselves as
external and unrelated elements of the long-reach risk environments. Like regulators,
their role is hidden by the nature of the service provided, and also by the need to
maintain professional distance.
Service and financial organisations, such as insurers, brokers, agents and financiers
operate almost entirely within the long-reach risk environments and the approaches
taken by these organisations can have a chilling effect on markets.
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Research suggests that we tend to be aware of the tier of suppliers or customers
immediately related to us by contract (first tier), but that second tier or greater fall
outside of sight. We manage the first tier as part of, and with many of the same tools,
within the short reach risk environment. However, controlling risks beyond the first
tier becomes problematic.

Traditional approaches to the long reach risk environment
As noted above, ISO 31000:2009 provides a preferential list for managing risk. A
weakness with the standard is that it focusses on risks rather than vulnerabilities.
While risk management is essential (it would be remiss not to explore traditional
options/strong risk management culture), ignoring vulnerabilities is a serious
oversight in the model.
In a long reach risk environment, vulnerabilities need to be identified and protected
against as an early step in implementing effective risk policy.
In recent times, leaders have come to rely on risk management and operational risk
policy as aids to navigate growing complexity and uncertainty. While existing tools
can provide some assistance, increasingly they are failing to deal with emerging
challenges. Today’s world needs new strategic approaches.
Attempts to control all long reach risks can be costly, pointless and futile. If attempts
based on the suggestions are unlikely to produce a tangible benefit, they should not
be attempted simply for form’s sake.
Traditionally, we attempt to manage downstream risks by risk transfer techniques. In
contracts with first tier suppliers and customers, we will attempt to push all our risk
(whether self-generated or external to us) to the other party by contract. Sometimes
this mechanism is hidden within qualitative requirements rather than standard risk
transfer language. In addition, we attempt to maintain maximum separation of
purchase, selling and cost price to maximize profit.
Traditional techniques constantly fail and are problematic.
Risk transfer techniques are widely used, but simply push risk to the entity in the
chain with the least capacity to meet the risk, resulting in the creation of long-term
systemic weakness across the health of the system.
In an uncoordinated environment, the burden of risk within the industry is
passed onto smaller weaker suppliers. (Cook 2001)
Attempts to push the risk to insurers or other financial institutions inevitably result in
the creation of gaps in coverage outside a company’s risk control and risk transfer
program.
Attempts to organize the chain to maximize profit by contract, and sometimes by
intervention in the market elsewhere, can expose the organization to anti-trust
regulatory intervention.
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Within long reach risk environments is implicit trust in second+ tier elements coupled
with agility – the ability to move to alternative suppliers or customers in the event of a
failure.
Market agility is an important element, but can be expensive and not deal with root
problems.
Examples: In 2014 Adidas dealt with a major Chinese worker strike by
threatening to move orders to another factory arguing that “we have a highly
flexible supply chain in place”. At the same time, a sudden reduction in beef
quota imports from Australia to Indonesia elicited Australian assurances that
new markets would be brought on line quickly. In both cases, reliance on
agility appears to have come at a significant cost.

Alternative approaches to the long reach risk environment
Various alternatives are available to traditional approaches (these are exemplified in
the attached case examples).
1: Structural vertical integration
First, the long reach risk environment may be converted into a short reach risk
environment through a process of vertical integration of the market.
Examples: An unexceptional example of vertical integration is a retailer selling
milk expanding into the dairy and rural feed industry, controlling all aspects of
milk production. Examples of such approaches are common in start-up
industries (SpaceX, Google) or have become features of a number of markets
(Australian retail petroleum market).
The benefits and difficulties with this approach are widely known and discussed in
modern literature. These include exposure to multiple layers of expertise loss, threat
of regulatory intervention, and the inability to defray internal risk. However, short
reach risk environments are amenable to a raft of direct risk management
techniques. Better still, you can directly protect against vulnerabilities in this
environment and prevent/mitigate emergent risk.
This type of approach is outside the reach of most business enterprises. In recent
decades, we have seen a trend towards divesting functions from entities rather than
incorporating them.
2. Organic vertical integration
Within some markets, a similar result may be obtained by engaging “risk brokers”
who understand all aspects of a long reach environment and can act as facilitators
within the market. Brokers tend to be most effective in emergent markets
(Brazil/China) where they have emerged as a necessary element within a particular
market. These types of brokers disappear when markets stabilize, and are
sometimes vulnerable to regulatory scrutiny in their role as price setters and
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sometimes a point source of corruption and graft. In chaotic markets, typified by poor
infrastructure and volatile labour relations, brokers can provide greater assurance to
all elements of the market that fair returns are being received by all, but the risk of a
broker adopting unlawful means of achieving ends can provide significant additional
costs and long downstream risks and reputational threats.
In some situations, the disappearance of brokers has left a void, creating uncertainty.
In these situations, it may be desirable to reintroduce risk brokers or whole system
cooperative information flows. Such a role may be foreshadowed in prime contractor
contractual arrangements.
3. Protect long reach risk environment vulnerabilities through collaboration and
visibility
The single greatest vulnerability in long reach risk environments is lack of
information. Attempts to create collaboration by cross appointments in joint ventures
are a legal nightmare and have proven largely ineffective.
A market-by-market approach along the lines of the Canadian pharmaceutical
industry (see Appendix) may offer an effective competition-friendly option. This may
address informational vulnerabilities within the system effectively, with downstream
risks eliminated or significantly minimized.

Dealing with uncertainty in specific environments
Risk in a corporate environment
A competent director minimises risk by adopting basic strategies aimed at general
vulnerabilities. These strategies provide an over-arching approach. They do not
address industry or environment specific issues within a business environment.
Check authorisations: If a director signs something, without proper authorisation by a
properly established corporate entity, the director becomes personally
responsible. A competent director finds out what has actually been decided, checks
the authority, and makes a considered call about how it applies to each
circumstance.
Do no wrong: Many think that a corporate structure allows directors to pursue profit
and not worry about the legalities. A director is still personally responsible for any
wrong doing – both anything done personally and any wrong doing done with the
director’s authority (telling someone to ‘just do it’ is not a defence to anything). An
entity may suffer irreparable reputational damage from this approach (e.g.
Volkswagen, FIFA etc.).
Breach no trust: If a company is a trustee, the law regards directors as a quasitrustee, and a director becomes personally responsible for the management of the
trust. Managing trusts is a complex business which requires specialist advice.
Obey tax/legal requirements: Understand the regulatory environment a company is
working in. Understand what the company has to do – formal, financial, business,
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land planning or environmental. While an individual director may never be on the
front line here – each director is personally responsible for setting up process and
oversighting it to ensure company staff meet the requirements.
Be a good corporate citizen: A company employs people and contributes to the local
economy. A competent director spends time finding out about the community and
what makes it tick. Become personally responsible for ensuring the company acts in
the community interest, not against it. Take the opportunity to tell the community
about the company.

Risk in agencies regulating, auditing or reviewing other agencies
There is a temptation for some government agencies to consider that Strategic Risk
Policy is not a central issue for them, even if they are obviously part of supply chains
or large networks.
In other cases, the statutory role of the agency may be so broad that it permits the
agency to disrupt industry activity – through industry shocks, or formal
reorganisation. Sometimes, the failure of agencies to act can have a likewise effect.
In undertaking agency statutory functions, such agencies should be mindful of risks
of capture by stakeholders and of the potential of creating disproportionate impacts
within industry.
Benchmarking industry behaviour is a necessary part of weighing the impact of
regulatory intervention, and the desirability for certainty within complex markets.
Strategic Risk Policy and effective Enterprise Risk Management are just as important
for these agencies – and the failure of regulatory or audit functions stands mute
testament to past failures to establish robust systems.

Risk in agencies designing regulatory environments
There are a series of general vulnerabilities that should be recognised in the design
phase of regulatory environments.
Firstly, a resilient legislative base is essential. Frequent legislative change reflecting
political or doctrinarian approaches to regulation is counterproductive. Its corollary,
excessively detailed regulatory detail, is a false economy. The goal is not to shift
rules from one place to another – from legislation to industry specific legislation, or
from legislation to contract. Legislative action should reduce regulatory intervention.
Secondly, focussing on legislative reiteration is a vulnerability. It should be avoided
as an alternative to really addressing systemic risks within industry. Rule churn is
unnecessary and undesirable.
Thirdly, regulatory perspective should always be industry wide – recognising that
information resides in inter-connected networks. Complex systems mandate the
need for new ways of addressing problems from a whole-system perspective
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designed to identify and protect against vulnerabilities before they become risks.
Federal systems place particular strains on the need for a broad perspective. Local,
state and national bodies should operate within clear areas of responsibility and
commit to work together to ensure an industry wide perspective. Rules should work
together.
Fourthly, rules based systems are cumbersome. Government action should be
designed in conjunction with tools that provide a simple view from the floor. Rules
must be accessible and understandable by those they apply to.
Fifthly, rules around competition policy should not preclude transparency within
multi-tiered systems. Narrowly focussed domestic competition policy rules simply
tend to result in anti-competitive behaviour or cartel-like behaviour being removed
off-shore (e.g. pharmaceutical companies, oil supply companies).

Dealing with Risk in the leadership group - Organisational clarity
Today, specialists are increasingly displaced by generalists at leadership levels. The
consequence might be oversimplified by asserting that decision making has drifted
from conclusions based on empirical assessment to calls on relationships. Still, this
seems to happen more often than not, and it is not perceived as necessarily a bad
thing.
Both styles of decision making have strengths. Some say that calls on relationships
might be the only way really complex processes can be achieved.
Specific weaknesses of relationship decision making might be observed. Firstly,
problems arise when there is reluctance to engage in communication when that
might be perceived as a challenge to the relationship. Secondly, problems arise
when a mismatch of skills creates real problems in communicating effectively.
Worse still, those called to support a position may be unable to talk to the idea,
explain its value, or describe the consequences of its adoption.
Regardless of whether leaders are perceived as specialists or generalists, the role of
the leader (vision, strategy, culture, environment, continuity, direction, support,
resources) can be contrasted with that of the operational manager (dealing with the
crisis, detailed knowledge, on the ground). Organisational clarity is an important
leadership responsibility – and is often an early casualty in a crisis.
Dealing effectively with organisational clarity is an essential part of protecting against
organisational vulnerability. It involves three steps:
-

Implementing Strategic Risk Policy;
Activating an implementation plan for the Executive; and
Ensuring effective Risk Management Tools.
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Leadership
Awareness
Protection

Trust
Decision Making

Implementing Strategic Risk Policy - guiding principles: a synopsis
1. Policy directive by the Chief Executive Officer to introduce Risk Policy to guide the
process of enterprise risk management comprising:
(a) Strategic Risk Policy - including principles (and measures) such as risk
appetite and risk tolerance;
(b) Enterprise risk management methodology e.g. ISO 31000; and
(c) Risk governance to assure risk policy and risk management.
2. Implementation strategy;
a. Achieve a paradigm shift to new risk thinking at all levels;
b. Develop a Risk Policy ‘strategic capability’ across the organisation –
incorporated into whole-of-agency capability development;
c. Develop a comprehensive ‘Risk Policy Suite’ e.g. contemporary definitions,
new risk concepts, new approaches and new frameworks;
d. Deliver a communication strategy promoting risk culture change – explaining
Risk Policy thinking/approaches/frameworks;
e. Identify key leadership and decision-making forums/agendas for formal
inclusion of Risk Policy thinking/approaches/frameworks;
f. Incorporate Risk Policy in policy development and implementation processes;
g. Appoint an independent Risk Policy specialist to the Risk or Risk and Audit
Committee;
h. Introduce Risk Governance incorporating Compliance, Integrity, Audit,
Assurance and Quality programs;
i. Establish a Risk Policy framework within the enterprise risk management
system:
I. Identify and map all networks taking a ‘whole systems’ approach - that is,
viewing horizontally not vertically;
II.
Distinguish between short-reach and long-reach risk environments;
III.
Prioritise networks for information source/value;
IV. Obtain available/required information using formal (exchange) protocols
where necessary;
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V.

VI.

VII.
VIII.
IX.

X.
XI.
XII.

Use materiality parameters to identify vulnerabilities within and to the
‘whole system’ embracing both organisational and network resilience,
performance, governance and sustainability;
Protect against vulnerabilities and identify leveraging opportunities protection is aimed to prevent risks arising or at least reduce their
severity and impact;
Formally monitor vulnerabilities which cannot be either partly or fully
protected against and require risk management;
Ensure systemic risks are identified and separately managed from
traditional risks;
Apply risk assessment thinking based on the revised risk equation
recognising inter alia that consequence must dominate the equation,
particularly at strategic, systemic and reputational risk levels;
Ensure risk owners and risk managers are formally recognised or
appointed for systemic risks;
Identify and analyse causal relationships among Vulnerabilities-RisksIssues/Crises; and
Celebrate wins concerning protecting against vulnerabilities, reducing
risks, preventing live issues (including wicked problems) and realising
opportunities.

Objectives for Executive Management
 ‘Right information on the right issue at the right time’ presented on
dashboard to CEO and Executive desks;
 Paradigm change to whole systems, interconnectedness and networks;
 Situational leadership fits short-reach and long-reach environments;
 Trilogy of Risk Policy - Risk Management - Risk Governance effective;
 Decision-Making and Policy implementation effective the first time; and
 Risk culture is positive with open disclosure and blame free environment.

Conclusion
The governing body should establish Enterprise Risk Management capable of
meeting the objectives of Strategic Risk Policy.
In particular, in relation to short and long reach risk environments, leadership is
responsible for managing strategic, systemic and reputational risks and must set the
tone from the top. Risk management must be integrated with business planning
processes and risk informs decision making. Risk policy must become the driver and
an integral part of these arrangements.
Leadership must:





introduce strategic risk policy as the front door to risk management;
outline risk appetite and tolerance, escalation and reporting;
identify short-reach and long-reach leadership approaches to risk;
establish risk governance arrangements; and
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commit to effective ERM.

Strategic Risk Policy and ERM must be adaptable to the context in which they are
being applied. Leadership must be alert to the fact that some traditional approaches
(risk transfer, agility) no longer offer best practice for organisations exposed to long
reach risk environments. In fact, they may adversely impact on the health of the
system creating uncertainty and greater risks of system failure. There is a need to
develop better means of benchmarking and making decisions, perhaps based on
cooperative adoption of information protocols and shared risk information systems.

Schedule
Synopsis: Background - Case for Adopting Risk Policy - ARPI Strategic Risk Policy
o Risk Management has repeatedly failed to identify, connect, inform leaders e.g. GFC
o See Risk Policy Model 2012 and Strategic Risk Policy 2016 at www.arpi.org.au
 New Thinking – earlier, higher, preventive, pre-emptive, better handling of Risk
 New Thinking, New Concepts, New Approaches and New Frameworks
 Recognise today’s new challenges > new approaches needed
 View of life must change from silo to horizontal
 Now interconnected – multi-media plus knowledge/time-immediate
 Must take a ‘whole systems’ approach = comprising entities/people
 Information now resides in Networks – external and internal
 Map/Prioritise Networks – upstream/downstream/sideways
 Enter Protocols to obtain/share information (~authorisations)
 New Risk practice:
 Trilogy - Risk Policy – Risk Management – Risk Governance
 Identify Vulnerabilities - before Risks are identified
 Protection and Opportunity – reduces risks to manage
 New Risk Equation – Consequences of doing/not doing prevails
 New Systemic Risks – defined/managed > Wicked Problems
 Redefine Policy on Risks e.g. Appetite, Tolerance etc.
 Causal Relationships between Reputation Risks and Risks/Live Issues
 Strategic Risks – consider both Qualitative and Quantitative KPIs
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Appendix - Case studies in long reach environments
UK aerospace
AN INVESTIGATION INTO THE MANAGEMENT OF SUPPLY CHAIN
VULNERABILITY IN UK AEROSPACE MANUFACTURING - Study by Maj. Marc
Haywood and Dr Helen Peck 2013
This is a multiple-organizational research perspective – focused on the prime
contractor environment in a high risk, high stakes environment.
 Risks on the increase – JIT delivery, supplier rationalization and widespread
outsourcing (others add complex components multi-tier suppliers, natural
disasters/geopolitical events, transport infrastructure) risks.
 Managers do not do a good job of visualizing supply lines let alone manage risk
across the system. Managers are focussed instead on the risks to their own
areas of responsibility.
 Evidence that suppliers were being selected on the basis of price only increasing
the risks to delivery. Real cost being overlooked.
 No effective competition or alternatives.
 Designs for the future with long time frames anticipate the development of
technologies
 Offset risks –incorporating customer directed (and sometimes sub-optimal)
sources into the supply chain

Canadian Pharmaceuticals
THE MULTI-STAKEHOLDER STEERING COMMITTEE ON DRUG SHORTAGES IN
CANADA - 2013
A crisis across the entire Canadian drug supply chain led to the creation of a
multiparty team in 2012 - identified flaws at every tier of the supply system - issued a
Multi-Stakeholder Toolkit. Core reform had already been sponsored by
manufacturers with the release of www.drugshortages.ca and subsequently
adopted by the team – a key drug shortage notification for all stakeholders across
the drug supply chain.
 The timely, reliable and comprehensive posting of all anticipated and actual drug
shortages by manufacturers, and posting of information on the return to market
date, drug specifics, shortage cause, etc., is essential in ensuring coordinated
and appropriate responses to drug shortages.
 Manufacturers have not developed alternative sources of supply.
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 No strategies for failures in quality, product recall, raw material supply
interruption (through compliance, political unrest, natural disaster), importation
restrictions.
 Crisis highlighted two key weaknesses in the procurement and distribution
stage of the supply chain:
 Sole sourcing of products from one manufacturer on behalf of many buyers
introduces vulnerability to the overall supply chain when the sole supplier
halts or delays production. Sole sourcing also limits new market entrants
and may price alternate manufacturers out of the market completely;
further reducing supply source options in the future.
 Inventory management practices (e.g. “just-in-time” schemes) may
diminish stability when unexpected increases in demand cannot be met
with current stock; resulting in disproportionate pressure on remaining
manufacturers to alter production in order to fulfil sudden market needs.
External factors – such as the cost of money, can also impact on inventory
practices.

Brazil
180+ million population, young dynamic cadre, large untapped markets.
Infrastructure is poor – Santos Port is moribund. As logistics improve in the system –
productivity has improved. Buying, logistics, warehousing silos (similar to older style
Chinese command economy manufacturing units). Poorly defined trading rules,
different taxation rules, high interest rates, large inventories, high cost of money,
high exchange rates, need for a specialist broker to deal with government, volatile
employment relations. Imbalance of export and import.
 Buying, logistics, warehousing silos (similar to legacy Chinese command
economy elements)
 Volatile employment relations and idiosyncratic market features – most sales in
the last three days of the month (local incentives – 70% value in 3 days)
 Poorly defined trading rules, different taxation rules, high interest rates, large
inventories, high cost of money, high exchange rates
 Emergence of specialist brokers to manage supply chain risks and deal with
government.
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